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Professional Ph.D. School of Information Technology, George Mason Ursitg, Fairfax, Virginia. Summer
Prepar ation 1997.

Title An Advanced Transaction Model with Application to MultiehvSecure Systems
Advisor Professor Sushil Jajodia

M.E. in Computer Science and Engineering, Jadavpur Untye@alcutta, India. May 1991

B.E. in Computer Science and Technology, Bengal EngingeZimilege, University of Calcutta,
Calcutta, India. June 1988

Awards Member, Upsilon Pi Epsilon
National Scholar, State of West Bengal, India
Scholar, Association for Improvement of Mathematics Taaghndia

Employment Assistant Professor, CS Department, Colorado State WifyeAugust 2001 till present
History Visiting Faculty, Air Force Research Laboratory, Rome, IS¥mmer 2002

Assistant Professor, CIS Department, University of Miemigoearborn, September 1997 till July
2001.

Research Assistant, Center for Secure Information Syst&msrge Mason University, Fairfax,
VA. June 1994 till July 1997.

Teaching Assistant, ISSE Department, George Mason UiitiyeFairfax, VA. August 1993 till
May 1994.

Programmer, Public Service Commission, State of Floriddlafiassee, FL. August 1992 till
August 1993.

Teaching Assistant, Computer Science Department, FI@idée University, Tallahassee, FL.
August 1991 till August 1992.

Systems Engineer, ORG Systems, Calcutta, India. March il@8lgust 1991.
Customer Engineer, ORG Systems, Calcutta, India. Junetilb88gust 1989.

Research Computer Security, Digital Forensics, Computer NetwoB«€;ommerce Protocols, Transaction
Interests Processing, Database Systems



Professional
Activities

Review
Activities

Chair IFIP TC-11 WG 11.9 Digital Forensics, 2004—2007.

External

Examiner for M.S. Department of Computer Science, University of Pretoria

Track Chair Systems Security Track, 2nd International Conference atributed Computing
and Internet Technology, Bhubaneswar, India, Decembes.200

General Chair Seventeenth IFIP TC-11 WG 11.3 Working Conference on Dadagplications
Security, Estes Park, Colorado, August 2003.

Program Committee M ember

1.

10.

11.
12.

13.
14.

15.

Twenty First IFIP International Information Security @erence, Karstad, Sweden, May
2006.

. First International Conference on Information Systemsusity, Kolkata, India, Decem-

ber 2005.

. First International Workshop on Information AssurancBistributed Systems, Nanjing,

China, November 2005.

. Third International Conference on Formal Aspects of 8gcand Trust, Newcastle,

UK, July 2005.

. Fourth International Workshop on Security in Informati8ystems, Paphos, Cyprus,

May 2005

. Twentieth |IEEE International Conference on Advancednmftion Networking and Ap-

plications

. Fifth Annual Information Security South Africa Confeoen Johannnesburg, South Africa,

July 2006

. Twentieth IFIP International Information Security Cerdnce, Chiba, Japan, May 2005.
. Nineteenth IFIP TC-11 WG 11.3 Working Conference on Dat Applications Secu-

rity, Connecticut, USA, August 2005.

First International Conference on Distributed Commyieind Internet Technology, Bhubanesh-
war, India, december 2004.

Workshop on Secure Knowledge Management, SUNY Buffél§ September 2004.
Seventh Workshop on Mobility on Databases and Diseilh&ystems, Zaragosa, Spain,
September 2004

Nineteenth IFIP International Information Securityn@rence, Toulouse, August 2004.
Eighteenth IFIP TC-11 WG 11.3 Working Conference on Ratd Applications Secu-
rity, Sitges, Spain, July 2004.

Third International Multiconference in Computer Scerand Engineering, Las Vegas,
June 2003.

Publicity Chair

1.

2.

Grants
1.
2.
3.
4,

Journals

1.
2.

Seventh IFIP TC-11 WG 11.5 Working Conference on Intggritd Internal Control in
Information Systems, Fairfax, Virginia, November 2004.

Fourteenth IEEE International Symposium on SoftwaréaRaity Engineering, Denver,
Colorado, November 2003.

Panelist, National Science Foundation, April 2004
Panelist, National Science Foundation, April 2003
Panelist, National Science Foundation, June 2002
Panelist, National Science Foundation, April 2000

The Computer Journal
OMEGA - The International Journal of Management Science



10.
11.
12.
13.
14.
15.
16.

© 0N OM®

Knowledge Engineering Review

Communications of the ACM

IEEE Transactions on Dependable and Secure Computing
IEEE Transactions on Knowledge and Data Engineering
Information Sciences

VLDB Journal

ACM Transactions on Internet Computing

ACM Transactions on Information and Systems Security
Distributed and Parallel Databases: An Internatiooatrial
IEEE Transactions on Computers

Journal of Computer Security

Journal of Digital Library

IEEE Internet Magazine

IEEE Multimedia



External
Grants

Internal
Grants

Sponsored Research

. Indrajit Ray, “Towards a Proactive Approach to DefensaiAgt and Recovery from Cyber

Attacks”, Air Force Research Laboratory, subcontracteough SUNY Buffalo, 2003-2004.
$36,907

. Indrajit Ray and Indrakshi Ray, “A Framework for Securel &urvivable Transaction Pro-

cessing”, National Science Foundation Data and Applicati®ecurity program, 2003-2006,
$152,228

. Indrajit Ray and Indrakshi Ray, “A Model of Trust for Deaping Trustworthy Systems from

Untrustworthy Actors”, Air Force Reserach Laboratory aedé&ral Aviation Administration,
2003-2005, $318,498

. Indrajit Ray, Indrakshi Ray, Kiumi Akingbehin, Bruce Maxand Qiang Zhu, “Acquisition

of Instruments for Research in Computer and Network Secufitational Science Founda-
tion MRI program, 1999-2001, $157,937.

. Indrakshi Ray and Indrajit Ray, “Designing Fail-Soft &wmmerce Protocols Using Formal

Methods”, University of Michigan-Dearborn, Summer Resbaérant, 2000, $5,000

. Indrakshi Ray, Indrajit Ray and Bruce Maxim, “Design arediffcation of Secure E-commerce

Protocols”, University of Michigan-Dearborn, Faculty Rasch Grant, 1999 $1,700

. Bruce Maxim, Ken Modesitt, Indrakshi Ray and Indrajit R&igh Resolution Portable Mul-

timedia”, University of Michigan-Dearborn, ChancelloTsechnology Grant, 1998, $1,000



Refereed
Journal
Publications

Refereed
Conference
Publications

=

10.

11.

12.

13.

Publication

. Indrajit Ray and Hongjun Zhang, “Experience Developin§exure and Optimistic Fair-
exchange E-Commerce Protocol using Common Off-the-stwatifidnents”, Journal of Elec-
tronic Commerce Research and Application (Accepted fotigation)

. Indrajit Ray, Eunjong Kim and Dan Massey, “A Framework axifitate Forensic Investiga-
tion for Falsely Advertised BGP Routes,” Journal of Infotioa Systems Security (Accepted
for publication)

. Indrajit Ray and Sudip Chakraborty, “Allowing Finer CoaitOver Personal Privacy on the
Internet Using Trust as a Benchmark” VLDB Journal (Undeieay

. Indrajit Ray and Nayot Poolsappasit, “Modeling User Uesecurity Risks in Networked
Environments Using Attack Trees”, IEE Proceedings on imfation Security (Under review)

. Indrakshi Ray, Indrajit Ray and Sudip Chakraborty, “Aneloperable Context Sensitive
Model of Trust”, Journal of Intelligent Information SysterfUnder review)

. Omar Alahzmi, Yashwant Malaiya and Indrajit Ray,“MeasgrAnalyzing and Predicting
Security Vulnerabilities in Software Systems” Computerd &ecurity (Under review)

. Indrajit Ray and Sudip Chakraborty, “A New Model of Trust Developing Trustworthy
Systems from Semi- or Un-trustworthy Components”, InfaioraSciences (Under review).

. Indrajit Ray and Nayot Poolsapassit, “A Quantitativerfreavork for Predicting Malicious
Attacks from Authorized Insiders”, Computer Journal (Undeview).

. Indrajit Ray, Indrakshi Ray and Narasimhamurthi NatrajAn Anonymous and Failure
Resilient Fair-Exchange E-Commerce Protocol”, Decisiopg®rt Systems, Vol 39(3), April
2005 Elsevier Publisher.

Indrajit Ray and Sonja Tideman, “A Secure TCP Connedtidgration Protocol to Enable
the Survivability of Client-Server Applications Under Ntabus Attack”, Journal of Network
and Systems Management, Vol 12(2), June 2004. Kluwer Acadeunblishers.

Indrajit Ray, Luigi Mancini, Sushil Jajodia and ElisarBeo, “ASEP: A Secure and Flexible
Commit Protocol for MLS Distributed Database Systems”,EEEansactions on Knowledge
and Data Engineering, Vol 12(6) November/December 200@30p899.

Luigi Mancini, Indrajit Ray, Sushil Jajodia and ElisarB®o, “Flexible Transaction Depen-
dencies in Database Systems”, Distributed and Paralleliaaes, An International Journal,
Vol 8(4) October 2000, pp 399-446.

Elisa Bertino, Sushil Jajodia, Luigi Mancini and Indr&ay “Advanced Transaction Pro-
cessing in Multilevel Secure File Stores”, IEEE Transawion Knowledge and Data Engi-
neering, Vol 10(1) January/Februray 1998, pp 120-135.

. Indrajit Ray, Sudip Chakraborty and Indrakshi Ray, “VatuA Trust Management System

Based on a Vector Model of Trust”, Proceedings of the 1stiatttonal Conference on Infor-
mation Systems Security, Kolkata, India, December 2005.

. Indrajit Ray and Nayot Poolsapassit, “Using Attack Trieglslentify Malicious Attacks from

Authorized Insiders,” Proceedings of the Tenth Europeam@@sium on Research in Com-
puter Security, Milan, Italy, September 2005. (Acceptarati® 26/158)

. Dan Matheson, Indrakshi Ray, Indrajit Ray and Siv Hildeurid, “Building Security Re-

quirement Patterns for Increased Effectiveness EarlyariXavelopment Process,” Proceed-
ings of the Symposium on Requirements Engineering for mé&iion Security, Paris, France,
August 2005.

. Indrajit Ray, Eunjong Kim, Ross McConnell and Dan Mas$Bgliably, Securely and Effi-

ciently Distributing Electronic Content Using Multicasgj,” Proceedings of the Sixth Interna-
tional Conference on Electronic Commerce and Web Techiedp@openhagen, Denmark,
August 2005. (Acceptance ratio 39/113)



10.

11.

12.

13.

14.

15.

16.

17.

18.

. Omar Alhazmi, Yashwant Malaiya and Indrajit Ray, “Setululnerabilities in Software

Systems: A Quantitative Perspective,” Proceedings of timetidenth IFIP TC-11 WG 11.3
Working Conference on Data and Applications Security, IStaCT, August 2005.

. Eunjong Kim, Dan Massey and Indrajit Ray, “Global IntearR®uting Forensics: Valida-

tion of BGP Paths Using ICMP Traceback,” Proceedings of tingt FFIP TC-11 WG 11.9
Working Conference on Digital Forensics, Orlando, FL, Eioy 2005.

. Vamsi Kambhampati, Indrajit Ray and Eunjong Kim, “A Sex@heckpointing Protocol for

Survivable Server Design”, in R.K. Ghosh and H. Mohanty adit Proceedings of the 1st
International Conference on Distributed Computing andrmét Technology, December 22-
24, 2004, Bhubaneshwar, India, LNCS 3347, Springer. (Aleoege ratio 25%)

. Indrajit Ray and Sudip Chakraborty, “A Vector Model of $tdor Developing Trustworthy

Systems”, in P. Samarati et al. editors, Computer SecUESORICS 2004, Proceedings of
the 9th European Symposium on Research in Computer Secadptember 13-15, 2004,
Sophia Antipolis, France. LNCS 3193, Springer. (Acceptaratio 27/159.)

. Indrajit Ray and Eunjong Kim, “Collective Signature foffiient Authetication of XML

Documents”, in Y. Deswarte et al. editors, Security andé&utidn in Information Processing
Systems, Proceedings of the 19th IFIP TC 11 Internationfarimation Security Confer-
ence, August 22-25, 2004, Toulouse, France, Kuwer AcadPuoiitisher. (Acceptance ratio,
35/159).

Indrajit Ray and Mike Geisterfer, “Towards a Privacy $&ming E-Commerce Protocol”,
Proceedings of the 5th International Conference on EleirGommerce and Web Tech-
nologies, Zaragoza, Spain, Aug-Sep, 2004. (Acceptante24®o).

Indrajit Ray and Tomas Hajek, “Securely Distributingh@alized Multimedia Content Uti-
lizing Peer-to-Peer Cooperation”, in C. Farkas and P. Satinedlitors, Research Directions
in data and Applications Security XVIII, Proceedings of ft&h IFIP TC-11 WG 11.3 Work-
ing Conference on Data and Applications Security, July 852004, Sitges, Spain. Kluwer
Academic Publishers.

Indrajit Ray and Sonja Tideman, “Secure TCP Connectiagration for Survivability”, Pro-
ceedings of the IEEE/IEE International Conference on Néting, Guadeloupe, French Car-
ribean, March 1-4, 2004.

Jung Min Park, Indrajit Ray, Edwin Chong and Howard Sie@eCertified E-mail Protocol
Suitable for Mobile Environment”, Proceedings of IEEE GLEBOM 2003 Communica-
tions Security Symposium, San Francisco, CA, December2DG3

Indrajit Ray and Junxing Zhang, “A Secure Multi-Sited8ien Control System”, Proceed-
ings of the 6th IFIP TC 11 WG 11.5 Working Conference on Initggind Intternal Control
in Information Systems, Lausanne, Switzerland, NovemBet4, 2003.

Jung Min Park, Edwin Chong, Howard Siegel and Indrajit,R&onstructing Fair-Exchange
Protocols for E-commerce Via Distributed Computation ofARSignatures”, Proceedings
of 22nd ACM Symposium on Priciples of Distributed ComputiBgston, MA, July 13-16,
2003.

Indrajit Ray and Indrakshi Ray, “Anonymous and Securdtithst Subscription”, Proceed-
ings of the Sixteenth Annual IFIP WG 11.3 Working ConferenoeData and Applications
Security, Cambridge, U.K, July 2002. Also published in Eléutes and Sujeet Shenoi, ed-
itors, Research Directions in Data and Applications Ségufluwer Academic Publishers,
2003.

Indrakshi Ray, Indrajit Ray and Natarajan NarasimhamiutA Cryptographic Solution to
Implement Access Control in a Hierarchy and More”, Procegsliof the Seventh ACM Sym-
posium on Access Control Models and Technologies, Monté&Ay June 2002.

Indrakshi Ray and Indrajit Ray, “Using Compatible Kegys Secure Multicasting in E-
Commerce”, Proceedings of the Second International Woyksim Internet Computing and
E-Commerce, Fort Lauderdale, FL, April 2002.



Other Refereed
Publications

Chaptersin
Edited Volumes

19.

20.

21,

22,

23.

24,

25,

26.

27.

28.

29.

1.

Indrakshi Ray and Indrajit Ray, “An Anonymous Fair-Eanlge E-Commerce Protocol”, Pro-
ceedings of the First International Workshop on Internetn@oting and E-Commerce, San
Francisco, CA, April 2001.

Indrakshi Ray and Indrajit Ray, “Detecting terminatafi\ctive Database Rules Using Sym-
bolic Model Checking”, Proceedings of the Fifth East-Ewap Conference on Advances
in Databases and Information Systems, Vilnius, LithuaBieptember 2001. Published as
Lecture Notes in Computer Science, Vol. 2151, 2001, edifor€aplinskas and J. Eder,
Springer-Verlag, pages 266-289

Indrajit Ray, Indrakshi Ray and Natarajan Narasimhanalkn Anonymous Electronic Vot-
ing Protocol for Voting over the Internet”, Proceedingstoé Third International Workshop
on Advanced Issues of E-Commerce and Web-based Inform&gstems, San Jose, CA,
June 2001.

Indrakshi Ray and Indrajit Ray, “An Optimistic Fair-éemge E-commerce Protocol with
Automated Dispute Resolution”, Proceedings of the Firtrimational Conference on Elec-
tronic Commerce and Web Technologies, Greenwich, UK, $epte 2000. Published as
Lecture Notes in Computer Science, Vol. 1875, 2000, Spriivgdag, pp 84-93.

Indrajit Ray, Indrakshi Ray and Natarajan NarasimhamuU@ Fair Exchange E-Commerce
Protocol with Automated Dispute Resolution”, Proceedinfthe Fourteenth Annual IFIP
WG 11.3 Working Conference on Database Security, Schodrg Netherlands, August
2000. Published also in B. Thuraisingham et al editors, Rsga Security XIV: Status and
Prospects, Chapman & Hall, 2001.

Indrajit Ray, Bruce Maxim, Kiumi Akingbehin, IndraksRiay and Qiang Zhu, “Design of
a Center for Research in Information Systems Security”c&edings of the 18th Annual
AoM/IAoM International Conference, San Antonio, TX, Aug@§00, pp 131-136.

Indrakshi Ray and Indrajit Ray, “Failure Analysis of art@mmerce Protocol Using Model
Checking”, Proceedings of the Second International Waygstin Advanced Issues of E-
Commerce and Web-based Information Systems, Milpitas,J0Ae 2000, pp 176-183.

Sushil Jajodia, Ravi Mukkamala and Indrajit Ray, “A Twier Coarse Indexing Scheme
for MLS Database Systems”, Proceedings of the 11th IFIP W@ Working Conference
on Database Security, Lake Tahoe, CA, 1997. Published al3oY. Lin and Shelly Qian
editors, Database Security XI: Status and Prospects, Ciragnidall, 1998, pp 199-218.

Sushil Jajodia, Luigi Mancini and Indrajit Ray “A Securecking Protocol for Multilevel
Database Management Systems”, Proceedings of the 10thMEIR1.3 Working Conference
on Database Security, Como lItaly. Published also in P. Satimand R. Sandhu editors,
Database Security X: Status and Prospects, Chapman & 198IF, bp 177-194.

Luigi Mancini and Indrajit Ray “Secure Transaction Rresing in MLS Databases with Two
Version of Data”, Proceedings of the 1996 European Sympo$€in Research In Computer
Security, Rome, Italy, September 1996, published as Eirieet al. editors, Lecture Notes
in Computer Science, Vol. 1146, 1996, Springer-Verlag, pp-323.

Indrajit Ray, Elisa Bertino, Sushil Jajodia and Luigi ddai “An Advanced Commit Proto-

col for MLS Distributed Database Systems”, Proceedingsiefard. ACM Conference on
Computer and Communications Security, New Delhi, Indiaré?ial 996, pp 119-128.

Indrajit Ray and Indrakshi Ray, “Fair Exchange in E-Comreg ACM SIGEcomm Ex-
change, Vol 3(2), Spring 2002, pp 9-17.

. Indrajit Ray, “Electronic Payment Systems,” Hosseinddidl, editor, Handbook of Informa-

tion Security, Wiley Publishers, 2005 (Peer-reviewed)

. Luigi Mancini, Indrajit Ray, Sushil Jajodia and Elisa Beo, “Flexible Commit Protocols

for Advanced Transaction Processing”, Sushil Jajodia aadylKerschberg editors, Ad-
vanced Transaction Models and Architectures, Kluwer AogidéPublishers, 1997, pp 91—
124. (Peer-reviewed)



Books
Edited

Other
Publications

. Sabrina De Capitani di Vimercati, Indrakshi Ray and ljidRay editors, “Data and Ap-

plications Security XVII: Status and Prospects”, Kluweraflemic Publishers. Expected
publication date July 2004.

1. Indrajit Ray, “A Survey of Trust Models”, Air Force ResehiLaboratory Technical Report.
. Joseph Giordano and Indrajit Ray, “Information AssueaBtrategic Plan”, Air Force Re-

search Laboratory, Defensive Information Warfare Grouprhmal Document.

. Indrajit Ray, “Towards a Model of Trust for Designing Tewsrthy Systems from Untrust-

worthy Components”, Air Force Research Laboratory TedriReport.

. Sambhu Upadhyaya and Indrajit Ray, “Owner Intent Endagisn and Proactive Recovery”,

AFRL/IFGB Internal document 2002.

. Elisa Bertino, Sushil Jajodia, Luigi Mancini and Indtdfiay “Multiform Transaction for

Workflow Management”, Reference Paper, NSF Workshop on fidevkand Process Au-
tomation in Information Systems, Athens, Georgia, May 19@ailable in electronic form
at http://optimus.cs.uga.edu:5080/activities/NSF-workf low/ )



Courses Taught

Courses
Developed

Graduate
Advisees

Current
Graduate
Students

Department
and
University
Service

Professional
M ember ship

o O~ WDN PP

~

10.
11.

o0 s wN e

Teaching, Advising and University Service

. Computer Science | (CIS 150, undergraduate, UM-Deajborn

. Computer Science Il (CIS 200, undergraduate, UM-Deanbor

. Assembly Language Programming (CIS 250, undergraduédeDearborn)

. Data Structures and Algorithm Analysis (CIS 350, undeidgate, UM-Dearborn)

. Foundations of Computer Science (CS 301, undergradDaterado State University)

. Database Management System (CIS 421, undergraduatdé#vborn; CS 430, undergrad-

uate, Colorado State University)

. Database Management System (CIS 556, graduate, UM-0redrb
. Computer Networks (CIS 427, undergraduate, UM-DearbG® 457, undergrdaute, Col-

orado State University)

. Computer Security (CIS 544, gradute, UM-Dearborn; CS §&fduate, Colorado State Uni-

versity)
Electronic Commerce (CIS 560, graduate, UM-Dearborn)
Advanced Topics in Computer Security (CS 681, grad@irado State University)

. Computer Security (CIS 544 and CS 556, graduate level)
. Electronic Commerce (CIS 560, graduate level)
. Advanced Topics in Computer Security (CS 681, graduatd)le

. Eunjong Kim (M.S. expected completion date Fall 2005)

. Mariana Muller, M.S., Colorado State University, FalD20

. Thomas Hajek, M.S., Colorado State University, Summe#s20

. Junxing Zhang, M.S., Colorado State University, Sumndé2

. Nayot Poolsapassit (co-advisor), M.S. Colorado Statigadsity, Summer 2004
. Raheleh Dilmaghani (co-advisor), M.S. Coloardo Stat&éfsity, Fall 2003

. Sonja Tideman, M.S. Colorado State University, Spring320

. Hongjun Zhang, M.S. Colorado State University, Fall 2002

Sriram Ramaswamy, M.S. UM-Dearborn, Fall 2000

. Sudip Chakraborty (Ph.D., expected completion dateZedllV)

. Nayot Poolsapassit (Ph.D., expected completion date6ar)

. John Tesch (Ph.D., expected completion date Fall 2007)

. Omar Alhazmi (Ph.D. co-advisor, expected completiore &xring 2006)
. Saurabh Barve (M.S. expected completion date Fall 2005)

AY 05-06, Member, Awards Committee, CS department, GalorState University

. AY 04-05, Member, Facilities Committee, CS departmenip€do State University

AY 02-04, Member, Graduate Committee, CS departmenfa@db State University
AY 01-02, Member, Facilities Committee, CS departmenip€ado State University

. AY 00-01, Member, Faculty Search Committee, CIS departraddl-Dearborn
. AY 97-01, Member, Graduate Committee, CIS department;Ddarborn

. Member ACM, ACM SIGSAC, IEEE, IFIP WG 11.3, IFIP WG 11.9



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Professional Presentations

. “An Advanced Commit Protocol for MLS Distributed Databe&ystems”, ACM Conference

on Computer and Communications Security, New Delhi, Inkliasch 1996.

. “A Secure Locking Protocol for Multilevel Database Maeagent Systems”, Como, Italy,

July 1996.

. “Advanced Transaction Processing in Multilevel Secule $tores”, University of Michigan-

Dearborn, February, 1997.

. "“ASEP: A Secure and Flexible Commit Protocol for MLS Distited Database Systems”,

Georgia State University, November 2000.

. "“ASEP: A Secure and Flexible Commit Protocol for MLS Distited Database Systems”,

Colorado State University, December 2000.

. "ASEP: A Secure and Flexible Commit Protocol for MLS Dilstited Database Systems”,

University of Texas at Arlington, January 2001.

. "ASEP: A Secure and Flexible Commit Protocol for MLS Distited Database Systems”,

Washington State University, February 2001.

. "ASEP: A Secure and Flexible Commit Protocol for MLS Distited Database Systems”,

University of Idaho, February 2001.

. “A Cryptographic Solution to Implement Access ControlairHierarchy and More” ACM

Symposium on Access Control Models and Techniques”, Megt€2A, June 2002

“Anonymous and Secure Multicast Subscription”, IFIP-TCWG 11.3 Working Conference
on Data and Applications Security, Cambridge, U.K., Jul9220

“Trustworthy Systems from Untrustworthy Componenthwintrustworthy Actors”, Federal
Aviation Administration Research and Development WorkshdcLean, VA, May 2003.

“A Secure Multi-sited Version Control System”, IFIP TiQ-WG 11.5 Working Conference
on Integrity and Internal Control in Information Systemapisanne, Switzerland, November
2003.

“A Model of Trust for Developing Trustworthy Systems fioUntrustworthy Components
with Untrustworthy Actors”, Air Force Research LaboratdRpme, NY, January 2004.

“Secure TCP Connection Migration for Survivability'td3international Conference on Net-
working, Guadeloupe, French Carribean, March 2004.

“Ensuring Authenticity of Large Amounts of Data”, Ingdt talk, Computer Forensics Educa-
tors Workshop, National Center for Forensic Science, @idafL, March 2004.

“An Anonymous Fair Exchange E-Commerce Protocol”, teditalk, Mathematics Depart-
ment, University of Colorado-Denver, April 2004.

“Email Tracing” Tutorial, Denver Regional Computer i@d and Digital Evidence Training.
Workshop Organized by the Joint Council on Information Ager@, Denver, June 2004.

“IPv6 and VPN" Tutorial, Denver Regional Computer Criarad Digital Evidence Training.
Workshop Organized by the Joint Council on Information Ager@, Denver, June 2004.

“Securely Distributing Centralized Multimedia Contéhilizing Peer-to-Peer Cooperation”,
18th IFIP TC 11 Wg 11.3 Working Conference on Data and Apfitices Security, Sitges,
Spain, July 2004.

“Collective Signature for Efficient Authentication ofM{. Documents” 19th IFIP TC 11
International Information Security Conference, Toulgusance, August 2004.

“A vector Model of Trust for Developing Trustworthy Sgsts”, 9th European Symposium
on Research in Computer Security, Sophia Antipolis, FraBeptember 2004.



22.

23.

24,

25.

26.

“A Secure Checkpointing Protocol for Survivable Seesign”, 1st International Confer-

ence on Distributed Computing and Internet Technology, Bimeshwar, India, December
2004.

“Reliably, Securely and Efficiently Distributing Eleahic Content Using Multicasting,” 6th

International Conference on E-Commerce and Web Techredo@iopenhagen, Denmatrk,
August 2005.

“Using Attack Tree to Identify Malicious Attacks from ghorized Insiders,” 10th European
Symposium on Research in Computer Security, Milan, Itadyt&mber 2005.

“VTrust: A Trust Management System Based on a Vector Mofi€rust,” 1st International
Conference on Information Systems Security, Kolkata,dnBiecember 2005.

“Digital Forensics - Cyber Sleuthing Solves the Casatbfial Presentation, 1st International
Conference on Information Systems Security, Kolkata,dnBiecember 2005.



